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Abstract 

Background: Family involvement during severe mental illness is still poorly implemented, contrary to evidence-
based recommendations. Confidentiality issues are among the most prominent barriers, with mental health profes-
sionals facing complex ethical, legal, and practical challenges. However, research focusing on this barrier is very sparse. 
Nested within a cluster-randomised trial to implement guidelines on family involvement for persons with psychotic 
disorders in community mental health centres, the aim of this sub-study was to explore ethical challenges related to 
the duty of confidentiality as experienced by mental health professionals, and to explore key measures that might 
contribute to improving the handling of such challenges.

Methods: In total 75 participants participated in 21 semi-structured focus groups, including implementation team 
members at the initial and late phase of the intervention period and clinicians who were not on the implementation 
teams, at late phase of implementation. We used purposive sampling and manifest content analysis to explore partici-
pants’ experiences and change processes.

Results: Ethical challenges related to the duty of confidentiality included 1) Uncertainty in how to apply the leg-
islation, 2) Patient autonomy versus a less strict interpretation of the duty of confidentiality, 3) Patient alliance and 
beneficence versus a less strict interpretation of the duty of confidentiality, 4) How to deal with uncertainty regarding 
what relatives know about the patients’ illness, and 5) Relatives’ interests versus the duty of confidentiality. Measures to 
facilitate better handling of the duty of confidentiality included 1) Training and practice in family involvement, and 2) 
Standardisation of family involvement practices.

Conclusion: When health professionals gained competence in and positive experiences with family involvement, 
this led to vital changes in how they interpreted and practiced the duty of confidentiality in their ethical reasoning 
and in clinical practice. Especially, the need to provide sufficient information to the patients about family involvement 
became evident during the study. To improve the handling of confidentiality issues, professionals should receive 
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training in family involvement and confidentiality statutes followed by practice. Furthermore, family involvement 
should be standardised, and confidentiality guidelines should be implemented in the mental health services.

Trial registration: Clini calTr ials. gov Identifier NCT03869177. Registered 11.03.19.

Keywords: Confidentiality, Ethics, Ethical challenges, Family involvement, Severe mental illness, Facilitators, Health 
services research

Background
Patients with psychotic disorders and their relatives are 
often not offered the family involvement and support 
they are entitled to [1, 2], despite decades of substantial 
research evidence on patient [3–5] and relative [2, 6] out-
comes, recommendations in government policies world-
wide [7–10], and numerous attempts to increase the 
uptake of family interventions in routine care [4, 11, 12]. 
Meaningful engagement of family members in treatment 
and decision-making processes is hampered by clinical, 
organisational, cultural, and historical barriers [1, 12–14]. 
Among such impediments, the research literature iden-
tifies confidentiality issues as a prominent barrier, por-
trayed as a complex and controversial area of clinical 
practice [15–18].

The complexity of information sharing is partly due to a 
lack of trust between stakeholders – patients, relatives, and 
health care personnel [14], who may have different expec-
tations, needs, and concerns [19, 20]. Patients express a 
number of concerns about involving their family in treat-
ment, such as uncertainty regarding disclosure of sensi-
tive information, fear of losing control, or notions that 
involvement will burden their family or will not be useful 
[21]. Relatives often contribute to the care process in vari-
ous (implicit) ways [10], they want their contributions to 
be recognised [22, 23], and they express a need for infor-
mation and support from professionals [24, 25]. Fulfilling 
these roles can become more challenging if relatives are 
kept “out of the loop” [18], affecting their commitment 
to caring and the relationship with the professionals/ser-
vices [26, 27]. However, relatives experience devaluation, 
neglect, and lack of involvement [15, 22, 28], suffer from 
high unmet needs for information [16, 29, 30], and expe-
rience repeated refusals from the services who frequently 
invoke the duty of confidentiality as justification for this 
[15, 18, 26, 27, 31, 32]. Furthermore, studies show that 
mental health professionals frequently experience that 
patients refuse to involve their relatives [16], often are 
reluctant to share information with families [17, 18], strug-
gle to balance patients’ and relatives’ interests regarding 
disclosure [33], and fear that breach of confidence could 
potentially result in legal or disciplinary action [15, 16]. 
Health care professionals also lack appropriate training 
in family involvement and confidentiality statutes, while 

confidentiality policies and guidelines are often ambiguous 
and under-implemented [34].

These different expectations, needs and concerns 
may create ethical challenges for care professionals. In 
this study an “ethical challenge” is defined as a situa-
tion where there is doubt or disagreement about what is 
right or good [35]. In this paper we draw on Beauchamp 
and Childress’s four principles of biomedical ethics [36] 
because weighting the principles of respect for auton-
omy, beneficence, non-maleficence, and justice might 
be helpful when dealing with ethical challenges. The 
principle of respect for autonomy has in particular left 
its mark on current western confidentiality policies and 
practices [17]. Contemporary bioethics made a pivotal 
contribution in terms of strengthening the emphasis 
on patients’ autonomy by formulating the concepts of 
“capacity to consent” and “informed consent” [37]. For a 
consent to be informed, the patient must be adequately 
informed by health personnel to hold substantial under-
standing and not be controlled by others, while inten-
tionally authorising a professional to do something 
that is specifically mentioned in the consent agree-
ment [36]. In the present context, respecting autonomy 
means that patients with the capacity to consent are to 
decide themselves which confidential information can 
be shared and with whom. The duty of confidentiality is 
also strongly emphasised in professional ethics codes, 
and is considered vital for the alliance with the patient 
and thus beneficial for the patient.

In most countries, the duty of confidentiality is 
included in health care legislation, stating that health 
care professionals shall prevent others from gaining 
access to patient information that they become aware of 
as professionals [38]. With few exceptions, health infor-
mation may be disclosed to others only to the extent 
that the patient consents regardless of how sensitive the 
information is. In practice this means that relatives as 
a main rule are not entitled to get information about 
the patient if the patient has not consented. However, 
regardless of patient consent, professionals are often 
given the possibility to share general information, and 
to listen and provide support to relatives is usually not 
considered a breach of confidentiality [10]. In Norway, 
the health services also have an obligation to provide 
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training and supervision for relatives, especially if the 
relatives have extensive tasks as informal careers [39].

This paper reports findings from a sub-study nested 
within the IFIP-trial: Implementation of guidelines on 
Family Involvement for persons with Psychotic dis-
orders in community mental health centres (CMHCs) 
[40, 41]. When investigating which factors affected the 
implementation and how, the duty of confidentiality 
was identified as a key barrier [42]. Consequently, we 
performed a separate in-depth exploration of confi-
dentiality issues with a particular focus on the changes 
that transpired within the participants and at the units 
while the implementation progressed.

Research focusing explicitly on ethical challenges 
related to confidentiality and family involvement is 
lacking, as are explorations of how barriers to informa-
tion sharing are resolved ethically in practice [18]. In 
particular, situations where competent patients refuse 
to involve their family constitute an unresolved grey 
area. The aim of this paper is to contribute to a better 
handling of confidentiality by addressing these research 
gaps. Its scope is limited to challenges related to disclo-
sure of information to relatives. The following research 
questions guided the data collection and analysis: 1) 
“What ethical challenges do mental health profession-
als experience related to the duty of confidentiality in 
family involvement during the treatment of persons 
with psychotic disorders?” and 2) “What measures are 
experienced as helpful to improve the handling of such 
challenges?”.

Methods
This article conforms to the “Standards for Reporting 
Qualitative Research (SRQR): 21-items checklist” [43] 
(Additional file 1).

Study design and context
The cluster randomised IFIP trial employed a responsive 
evaluation design [44] including process and formative 
evaluations [45]. The knowledge was generated through 
exploration of various stakeholders’ views and by contin-
uously engaging in dialogue with the participants and key 
stakeholders before and during implementation.

Focus groups ‑ participants and data collection
Each of the eight clinical sites in the experimental arm 
established a local implementation team of 3–8 per-
sons who were responsible for the implementation at 
the unit. During the 18-month implementation period, 
we conducted 21 semi-structured focus groups with 
the implementation teams and clinicians (2019–2020). 
Implementation teams were interviewed twice at dif-
ferent stages of the implementation process. Figure  1 
illustrates the data collection along with the IFIP imple-
mentation measures.

A purposive sampling strategy [46] followed naturally 
from the study design because we aimed at exploring 
experiences with confidentiality issues from participants 
engaged in the implementation work. When participating 
in the first round of focus groups (Fig.  1, initial phase), 
most implementation team members lacked competence 
and experience with family involvement. At the time of 
the second focus group (Fig. 1, middle phase), most had 
attended a four-day course in family psychoeducation 
(FPE), had received specific training in legal, ethical, 
and practical aspects of confidentiality, and were prac-
ticing family involvement. To expand on these accounts 
and learn from participants with less commitment to the 
implementation work, clinicians who were not part of the 
implementation teams were interviewed at a late phase 
of implementation (Fig. 1, clinicians). A total of 75 par-
ticipants – including 67 clinicians and 8 unit managers 

Fig. 1 IFIP timeline

BFIS: Basic family involvement and support FPE: Family psychoeducation
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– were included in the study, and 27 implementation 
team members participated twice (Table 1).

We developed three semi-structured interview guides 
adapted to the three separate focus group sessions (Addi-
tional file 2). Five researchers from the IFIP project group 
(KMH, MR, RP, LH, and KSH) conducted the data col-
lection at the CMHCs, working in pairs of two inter-
viewers at each focus group. The focus groups lasted for 
60–90 minutes and were audio recorded. All participants 
were informed about the study and gave written consent 
to participate. To become immersed with the data, and 
to adjust the interview guides according to new emerging 
themes, the interviewers wrote a brief report with impor-
tant highlights immediately after each focus group. Sci-
entific assistants and other project members transcribed 
the interviews verbatim. All data-material were stored in 
the University of Oslo’s secure database (In Norwegian: 
“Tjenester for sensitive data”–TSD).

Analysis
The first author (KMH) performed the main analytical 
work. This sub-study is a follow-up on an overarching 
barrier-facilitator study [42], thus, the overall analysis of 
barriers and facilitators was extended by a separate in 
depth-analysis of ethical challenges, barriers, and possi-
ble solutions regarding confidentiality. The manifest con-
tent analysis [47] progressed through three main phases: 
1) The preparation phase, which involved a thorough 
reading of the transcripts to become immersed in the 
data and obtain a sense of the whole, 2) The organising 
phase that involved the initial coding and categorising 
of the transcripts, and 3) The reporting phase in which 

a repeated abstraction process led to the identification of 
five themes describing ethical challenges and two themes 
describing measures to handle such challenges, in addi-
tion to making defensible links between the data and the 
results through the presentation of relevant quotes.

Data storage and the analytical work was performed 
with the NVivo computer software package 12. In the fol-
lowing we present the findings partly as condensed text 
[48] and partly as illustrative quotes. Our focus was to 
render the meaning content of the participants’ accounts, 
thus the quotes are condensed.

Credibility and transferability
Various triangulation strategies increased the trust-
worthiness of the study’s findings. To develop a com-
prehensive understanding of the phenomenon under 
investigation [49], health professionals with various 
professional background, experiences and roles in the 
implementation work were included in the study (data 
source triangulation). The study design further enabled 
an exploration of participants’ perspectives and experi-
ences with confidentiality issues over time, which pro-
vided us with knowledge on important change processes. 
Further credibility was established by seeking agreement 
among co-researchers [50] in which KMH, MR, and RP 
discussed the data labelling and the grouping of themes 
and subthemes in repeated sessions. Furthermore, mem-
bers of the research group (KMH, MR, KSH, LH, BW, EL 
and RP) engaged in discussions about preliminary find-
ings and contributed with drafts revisions during the 
writing process. Finally, the credibility of the findings is 
enhanced by presentation of the findings together with 

Table 1 Participant characteristics

Study sample Implementation teams 
Months 2–3 of implementation
(N = 38, 8 focus groups)

Implementation teams 
Months 9–10 of implementation
(N = 39, 8 focus groups)

Clinicians  
Months 15–16 of implementation
(N = 25, 5 focus groups)

N % N % N %

Sex
 Male 6 16 5 13 5 20

 Female 32 84 34 87 20 80

Age
 20–35 6 16 5 13 7 28

 36–50 11 29 16 41 11 44

 51–70 21 55 18 46 7 28

Profession/ role
 Section/unit manager 6 16 5 13

 Physician 4 11 3 8 4 16

 Psychologist 5 13 5 13 16 64

 Psychiatric nurse 14 37 15 38 1 4

 Other 9 24 11 28 4 16
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rich and representative quotations that show the similari-
ties within and differences between categories [50] and 
provide details and contextual information.

Results
The results are presented in two parts, Part 1: “Ethical 
challenges related to the duty of confidentiality” and Part 
2: “Measures to facilitate better handling of the duty of 
confidentiality”. Data on facilitating measures derived 
from participants who had experiences with family 
involvement as part of the IFIP trial, as well as from par-
ticipants with extensive experience with family involve-
ment prior to the trial.

Data from the initial phase of implementation (Fig. 1) 
demonstrate a wide range of understandings, practices, 
and challenges related to confidentiality. These variations 
often represented disagreement on how to handle various 
aspects of the duty of confidentiality. Rather than ethical 
challenges, some of these may be best described as unre-
flected attitudes or practices where the duty of confiden-
tiality became an absolute barrier to family involvement. 
These variations and uncertainties were often due to a 
lack of knowledge, e.g. about the legal regulations, and 
lack of knowledge is not an ethical challenge. However, 
not all types of uncertainties were due to lack of knowl-
edge, and there were disagreements on what to do when 
facing such uncertainties.

Part 1: Ethical challenges related to the duty 
of confidentiality
Uncertainty in how to apply the legislation
Fear of breaching the legal duty of confidentiality was 
described by many professionals as a major barrier to 
family involvement:

The duty of confidentiality is perhaps the greatest 
problem when working with relatives. It is what hin-
ders us the most (…) People are very afraid of doing 
anything wrong (FG6).

Accounts also demonstrated that the duty of confiden-
tiality appeared difficult to understand and to transfer to 
clinical practice. Some participants interpreted the legis-
lation very strictly, thus refraining from family involve-
ment, while others saw possibilities to make their own 
clinical judgments:

On a national level, I imagine that the law itself can 
be a bit clearer (…) There are a lot of “gray areas” 
and a lot of ... yes, uncertainty. If you ask ten dif-
ferent health professionals, you get ten different 
answers to what is okay to say and what is not right 
(FG6).

Some participants also admitted that they had been 
hiding behind the duty of confidentiality in order to 
“solve” demanding situations.

Patient autonomy versus a less strict interpretation 
of the duty of confidentiality
Ethical challenges occurred when participants tried to 
initiate family involvement but were faced with patients 
not consenting to involve/disclose information, when 
patients occasionally gave and withdrew consent, or 
when they suddenly changed who should be listed as 
their next of kin. Such situations were experienced as 
particularly challenging and caused doubt and uncer-
tainty in terms of “What is the right thing to do?” Sev-
eral were unsure whether and how they could engage and 
communicate with the relatives if the patient refused any 
contact, or if consent was not clarified, and they dealt 
with refusals quite differently:

(You) can’t just call people, I think, if you haven’t 
received consent (FG7).

Another clinician chose to oppose the patient and leg-
islation by contacting the relatives despite the refusal:

(…) the patient was adamant that the relatives 
should not be involved. And the relatives were 
extremely worried. With good reason (…) This is a 
typical situation, and sometimes we do say “In this 
case I choose to inform your relatives even if you 
deny it”. But, the threshold is high (FG1).

Even if the participants recognised the benefits of fam-
ily involvement for the patients and the relatives, most 
respected the patient’s refusal and decided not to chal-
lenge the lack of consent any further. According to some 
participants this could be due to strong patients’ rights 
regarding confidentiality that they felt had to be fulfilled 
or fearing negative reactions leading to patient autonomy 
triumphing over other concerns:

When resistance arises, one withdraws very quickly. 
Avoids it. You somehow do not feel that you have 
anything to offer. You know, there are many para-
noid patients and relatives...(FG6).

Participants also shared their opinions on why patients 
refuse, for example, that they rejected family involvement 
to avoid burdening their family:

I am surprised (…) she (the patient) is quite ill, has 
been ill for many years, and then I suddenly was 
thinking… did we lose grip of him? I mean... she does 
have a boyfriend… “Does he know how you feel?” 
“No, she didn’t want to burden him” (FG8).
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Other patients were sceptical and ambivalent to involv-
ing their family due to lack of control, and the fear that 
clinicians would disclose sensitive information:

Several patients are very skeptical that I should talk 
to their relatives because… they have an under-
standing of, or have thoughts that I’m going to dis-
close… how much hashish they have smoked (FG6).

Patient alliance and beneficence versus a strict interpretation 
of the duty of confidentiality
Some participants noted that they accepted refusals 
because they worried that contacting the relatives or 
divulging any kind of information would damage patient 
trust, thus potentially threatening the therapeutical alli-
ance that they considered crucial to enable appropriate 
treatment:

… I am concerned that the patient will reject home 
visits (having contact). That the therapeutical alli-
ance can slip if one pushes too hard (FG14).

Other participants expressed concerns that a dis-
proportionate/excessive emphasis on the patient alli-
ance could lead to professionals losing the alliance with 
relatives:

The first thing the relatives are saying is that they 
constantly are met by a “wall of confidentiality”, 
thus they receive no information. And this creates 
a lot of despair, right, a feeling of not being seen. 
You somehow feel that the duty of confidentiality 
is just for the professionals so they can avoid doing 
a job (FG3).

Some weighed the need to maintain the patient alli-
ance against the possible benefits for patients of involv-
ing their family. By accepting the refusal, they were aware 
that they lost access to a potentially important treatment 
resource and to improve or sustain the patient’s social 
network.

How to deal with uncertainty regarding what relatives know 
about the patient’s illness
Managing information disclosure was experienced chal-
lenging when family involvement and family relations 
had not yet been discussed and clarified with the patient:

It can be a bit difficult sometimes when the rela-
tives are calling; What kind of information have 
they received earlier? What can we say? I’m not 
sure whether we always document these phone-
calls (FG2).

Another typical situation where this ethical challenge 
emerged was when the participants wanted to get in 
contact with a relative for the first time, for example, to 
improve the medical investigation:

P1: But obviously, if you believe that the relatives 
know that the patient is here (at the hospital)...?

P2: But how can I know if they have not made any 
contact? (FG7).

At the initial treatment stage when contact was not yet 
established between the family and the services, uncer-
tainty as to how one should operationalise the duty of 
confidentiality and the informed consent disrupted the 
onset of family involvement.

Relatives’ interests versus the duty of confidentiality
Even if patient autonomy mostly triumphed other con-
cerns, participants were repeatedly faced with stakehold-
ers’ (seemingly) diverging needs, for example, balancing 
patients’ need for privacy against relatives’ interests and 
their legal right to being informed and involved. Typi-
cal challenging situations arose when participants con-
sidered it important for relatives to receive support and 
information about the patient while the patient refused:

To receive consent that the relatives can gain some 
insight is one of the biggest challenges. The patient 
spends a lot of time “keeping people away” (…) being 
healthy in the eyes of the relatives. And the relatives 
are screaming for information (…) Through many years 
as relatives, there are many who certainly have not 
received information and who feel quite helpless (FG1).

Part 2: Measures to facilitate better handling of the duty 
of confidentiality
Training and practice in family involvement
The most important measure to facilitate better handling 
of the duty of confidentiality seemed to be training in 
family involvement followed by practice. The new theo-
retical and experience-based competence, specific skills, 
and positive experiences with family involvement made 
the participants better equipped to deal with the ethical 
challenges.

Increased understanding of the significance of family 
involvement The participants stated that with increased 
competence and experience they became more aware of 
the significance of family involvement to improve treat-
ment, help patients sustain core relationships, and sup-
port their families:
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When relatives lack information and feel excluded 
from collaboration, I experience that many are very 
anxious and in some cases are calling us exten-
sively. But if you take your time and talk and listen 
to them, and perhaps arrange for a joint conversa-
tion with patient and relatives, things calm down for 
them. And of course for the patient (FG16).

Increased understanding of the significance, conse-
quences, and alternative solutions further led to a change 
in how participants managed the engagement phase.

Improved strategies for approaching and informing the 
patients Learning how to exercise the duty of confiden-
tiality and fulfil relatives’ legal rights, while also feeling 
confident that their efforts to integrate family members in 
the treatment most likely would benefit the patient, made 
participants more self-confident when asking patients 
for permission to contact or disclose information to their 
relatives. Several participants informed their patients 
about their relatives’ rights to information and support, 
and asked questions like: “How can we best tailor family 
involvement to your needs and concerns?” When partici-
pants approached the patients with thorough, attentive 
conversations about family involvement, trust and under-
standing increased among patients that openness towards 
their family could be helpful to all parties. Participants’ 
accounts demonstrate how they successfully obtained con-
sent by informing, assuring, and motivating the patient:

Many patients experience pressure from their rela-
tives, a lot of expectations, demands and criticism. 
However, providing relatives with thorough informa-
tion can actually alleviate that pressure. It is very 
important to take this approach because it can solve 
a number of such situations where the patient does 
not want (family involvement). Further I believe 
that for some of our patients it is important that 
they know that their relatives can talk to us and get 
some relief. It helps them, and in the end it helps the 
patient (FG11).

To overcome distrust and scepticism, participants 
assured the patient that no sensitive information would 
be disclosed without their consent:

P1: Often it is useful to make an agreement with the 
patient about what information will be disclosed so 
that the patient knows – and has accepted – what is 
being said to the relatives.

P2: We make clear that “We do not inform rela-
tives about this and that, and they rarely want 
to know this and that” - it’s more like “What will 

happen in the future, what kind of treatment the 
patient receives, what is the prognosis?” (FG4).

When consent and mutual agreements were obtained, 
participants could provide the relatives with informa-
tion about the state and treatment of their loved one. 
Several participants provided general information 
about the diagnosis, if known to the relatives, and they 
asked about what relatives already knew and thema-
tised this further. Providing support and guidance to 
improve relatives’ coping with their own situation and 
to optimise patient support was not only emphasised as 
crucial to the relatives, but also constituted meaning-
ful clinical encounters for the participants. Their moti-
vation to continue their efforts to balance the duty of 
confidentiality against other concerns increased when 
experiencing the significance of providing even limited 
information to the relatives.

Improved strategies for dealing with patient refusal Sev-
eral participants experienced situations where patients 
refused to share information despite initiatives to 
increase trust. Those who knew how to differentiate the 
various types of information managed to meet the rela-
tives’ needs without breaching confidentiality:

It is important that both relatives and the patient 
are aware of this, that even if the patients don’t want 
us to talk to the relatives, they actually have a right 
to receive information both about the treatment and 
psychosis in general. Understanding this was very 
“clarifying” to me, because this is what we have been 
struggling with all these years, and this has made us 
refrain from talking to relatives… (FG10).

Suddenly, when encountering the relatives, the focus 
shifted from disclosing patient information to active lis-
tening and providing less sensitive, but at the same time 
tailored information:

… But in fact we should turn it around; we should 
“hear them out”, we should investigate and the things 
they share, we can say something about this on a 
general basis (FG6).

Some started to consider obtaining consent to be a 
stepwise process, which required patience, sincere recog-
nition of patients’ concerns, and explorations of possible 
reasons underlying the refusals:

I can ask the patient: “Why don’t you want to talk 
about it?” (…) Is it shame, are they afraid that the 
parents will be worried, upset, (that they) will inflict 
on them something unpleasant - are there such 
thoughts? (FG12).
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An interesting finding was how some participants met 
the patients with completely different determination and 
stamina when suggesting family involvement than they 
had before the implementation:

Now, when the patient refuses family involvement, 
I have been even tougher to listen to relatives about 
known knowledge. And talk to them (FG5).

Facilitating semi-open triadic dialogues When one 
managed to arrange conversations with the patient, rela-
tives, and the therapist together, dealing with confiden-
tiality was experienced as less challenging. The need 
for keeping things confidential decreased as a result 
of trust, openness, and shared understanding between 
stakeholders:

Confidentiality is generally a challenging topic (…), 
but when it comes to relatives and patients agree-
ing on a (family psychoeducation) group (…) there is 
usually no big problem with confidentiality because 
then they have received good information, then we 
have built up an alliance… and they have received 
knowledge. There is agreement on cooperation, but 
that does not mean that we can just pour out… eve-
rything somehow. The patient must always feel con-
fident that their interests are the number one prior-
ity (FG19).

Standardisation of family involvement practices
The focus group interviews demonstrated an explicit 
need for standardisation. In particular, the initial engage-
ment phase seemed to constitute a recurring weakness in 
the units’ family involvement practices. Procedures that 
support professionals in navigating confidentiality during 
this initial phase were welcomed by participants:

We have such a reception note that everyone must 
make at the first call / reception. The relatives are 
a separate point, same as for suicide risk, right (…) 
there you get something like “Who is your closest rel-
ative?”, but in extension of that - how to talk about 
that collaboration? (FG7).

Others considered standardisation to be a means to 
increase the legitimacy of family involvement:

It is easier for the patient to say yes to something 
that is known to be part of the standard package 
here (FG14).

Furthermore, participants voiced a need for systematic 
training of professionals:

We simply need a lot of professional development in 
how to work with patients to motivate them to give 
consent (FG3).

A key IFIP intervention measure was to offer early and 
standardised conversations about family involvement to 
all patients and relatives as a default approach [40]. The 
significance of such routines was appreciated by several 
participants:

(…) if one succeeds, then things are “put down” quite 
early (…) If you can get it done relatively early, then 
things can be shared, you can talk to each other 
without anything building up (FG5).

Discussion
Within the frames of an implementation study, we 
explored what ethical challenges and facilitating meas-
ures mental health professionals in CMHCs experienced 
related to the duty of confidentiality regarding fam-
ily involvement for persons with severe mental illness. 
Key ethical challenges identified were how to balance 
patient autonomy versus a less strict interpretation of 
the duty of confidentiality, how to balance patient alli-
ance and beneficence versus a less strict interpretation 
of the duty of confidentiality, dealing with uncertainty 
when one does not know what the relatives know about 
the patient’s illness, and how to balance the best interest 
of the relatives versus keeping patient information con-
fidential. In addition, we found that participants’ lack of 
knowledge on how to apply the legislation constituted 
an absolute barrier to family involvement in some cases. 
How participants dealt with a lack of consent or explicit 
patient refusals in the initial phase of family involvement 
appeared critical to the integration of the family in treat-
ment and care.

Nevertheless, our findings clearly showed that there are 
ways to improve the handling of these ethical challenges. 
The key measures were training in family involvement 
followed by practice and standardisation. When partici-
pants gained competence in confidentiality statutes, in 
how to thematise confidentiality with patients and rela-
tives, and how to perform recommended family involve-
ment, most challenges were experienced as solvable.

Dealing better with ethical challenges by reframing 
the duty of confidentiality
We hypothesise that the improvements that took place 
in this study occurred through a reframing of the duty 
of confidentiality. This reframing can be understood as a 
change in interpretation and practice with regard to the 
legislation, a change in ethical reasoning, and a change in 
clinical practice.
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A change in interpretation and practice with regard 
to the legislation
First, reframing the duty of confidentiality represents 
a “move away from simplistic rules about confidential-
ity” [29] towards practicing the legislation more flexibly 
(and legally correctly). In line with previous research 
[22], we found that confidentiality issues raised from 
a strong focus on and incorrect interpretation of legal 
matters. The overarching question of family involve-
ment was often erroneously and too closely linked to the 
distinct question of disclosing information. Challenges 
arose because the professionals lacked the necessary 
understanding of a) how to differentiate between gen-
eral information, which can be shared without consent, 
and personal information requiring consent because it 
involves new and specific information about the patient 
[15, 51], and b) how disclosing personal information 
about patients to third parties is seldom necessary to per-
form the recommended family involvement, nor is this 
what the relatives commonly demand [51]. While imple-
mentation progressed, participants increasingly managed 
to take various considerations and needs into account. 
Furthermore, information disclosure was to a greater 
extent experienced as a means to establish contact with 
family and to enable good treatment, rather than being a 
troublesome “obstacle”.

A change in ethical reasoning
Second, reframing the duty of confidentiality denotes a 
changed weighting of autonomy against the other three 
basic ethical principles of beneficence (what would be 
beneficial to the patient (and/or their relatives?), non-
maleficence (does accepting the refusal outweigh the 
potential harm to the patient and/or their relatives?), 
and justice (can accepting this refusal be justified with 
regard to the relatives?). Before the implementation, the 
participants tended to accept patient refusals and pri-
oritised patient interests/autonomy and the therapeutic 
alliance [18, 52]. During implementation, however, par-
ticipants experienced that most of the diverging needs 
appeared reconcilable or that other concerns appeared 
to be equally important. With that, changed their ethical 
reasoning.

An interesting finding from this study is how some 
participants in their quest to protect patient autonomy 
unintentionally – and paradoxically – undermined 
autonomy by not providing a real basis for decision-
making. When professionals do not ensure that refusal 
to involve the family is given on an informed basis, this 
may be described as “the duty of confidentiality para-
dox”. To understand what the consent entails, patients 
are dependent on professionals to provide sufficient and 
tailored information about how the family can contribute 

to treatment and receive support, why this is important, 
possible side-effects and how to deal with them, that the 
information that needs to be shared is by and large gen-
eral and not sensitive, and that collaboration and infor-
mation disclosure can be tailored to both the patients’ 
preferences and the relatives’ needs. Only then patients 
are able to make an autonomous choice whether and how 
they want to involve their family.

Prior to implementation, several participants accepted 
refusals without having the necessary competence to a) 
provide the above-mentioned information, b) explore 
what the refusal entailed specifically and whether the 
patient was aware of its consequences, c) assess the 
advantages and disadvantages of involvement, and d) 
identify alternative solutions (e.g. to further thematise 
family involvement when the disease state is improving). 
Issues arose because the patients lacked the necessary 
understanding, which is required for autonomous actions 
[36]. Therefore, professionals should not accept a refusal 
too quickly because they need to understand the worries 
and values that underlie this refusal. During the IFIP trial, 
several participants shared experiences where patients 
refused involvement in order to spare their parents from 
burdens and worries, while the parents suffered greatly 
from being excluded from crucial life events of their child 
battling severe mental illness.

The “inflation” of the duty of confidentiality and “the 
duty of confidentiality paradox” constitute severe errors 
with severe consequences. Our data contain repeated 
descriptions of patient refusals leading to poor, inter-
rupted, or absent family involvement and support. First, 
this leads to patients with varyingly impaired capacity 
being left alone and unenlightened when making criti-
cal decisions regarding treatment methods and support. 
Thus, the issue of (ambivalent and unsure) patients refus-
ing to involve their closest relations is sustained. Sec-
ond, a one-sided focus on patient alliance and autonomy 
comes at the expense of professionals losing the alliance 
with the relatives [15], which might further negatively 
impact the patient-relative alliance. Yet another problem 
is that patient refusals hinder family involvement before 
one has had the chance to experience the benefits of 
such collaborations. Several participants shared positive 
experiences from engaging with the families, for instance 
that they gained useful collateral information about the 
patient or realised how the family dynamics improved.

A change in clinical practice
Finally, reframing the duty of confidentiality requires new 
and more appropriate clinical practices, such as routinely 
initiating dialogues with patients at an early stage, tailor-
ing disclosure to the individual’s family [32, 33], asking 
patients how they want family members to be involved 
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[53], and implementing the use of “disclosure to consent” 
forms [16]. Further measures were to handle refusals 
more appropriately, for example, by further investigat-
ing the reasons for refusing, considering consent to be a 
stepwise process [27], and distinguishing between gen-
eral and specific information [51]. Finally, consciousness 
was raised on relatives’ own issues and on what one can 
offer the relatives when patients refuse [18]. Figure  2 
summarises the changes that occurred during the IFIP 
implementation.

In line with previous studies, we found that the imple-
mentation of sound confidentiality practices presupposes 
the implementation of clear procedures for obtaining 
consent and for releasing information to families [29], in 
addition to familiarising clinical staff with family inter-
ventions, relevant legislation and mental health policies 
[15, 18, 20, 26]. A more overarching cultural shift in men-
tal health care, including a change in attitudes towards 
working with families [15, 20, 32], is needed to facilitate 
the above-mentioned measures.

Unresolved legislative barrier
Although most ethical challenges can be diminished 
through competence measures, a residual legislative 
problem remains. As in many other countries, including 

England and Netherlands, Norwegian health legislation 
does not allow disclosure of even a minimum of informa-
tion without consent (with a few exceptions) to relatives 
of competent adult patients. It is not an exception that 
the relative as “significant others” engage in a close rela-
tionship with the patient and provide essential daily care. 
One example of unlawful disclosure of minimum infor-
mation is when a worried mother approaches the services 
inquiring about her sons’ condition and receives a confir-
mation that he is ok and currently taken care of. The issue 
arises because the health legislation does not differenti-
ate the degree of sensitivity of health information as long 
as it is can be linked to the patient. Thus, there is little 
room for discretion or for considerations of proportion-
ality. This is contrary to, for example, the General Data 
Protection Regulation (GDPR) [54], where proportional-
ity between privacy concerns and other interests, such as 
patient safety and the relatives’ interests, is encouraged. 
Even if the information disclosed in the above-mentioned 
situations can be considered the least sensitive, the law 
applies the same as if the nurse were to share with the 
mother the entire patient record. This legislation with 
regard to relatives appears inappropriately limiting. We 
encourage minor legal changes to be made in order to 
allow mental health professionals, in certain situations 

Fig. 2 Changes that improved the handling of the duty of confidentiality
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where competent patients do not consent, to share a min-
imum of patient information with the relatives. The ben-
efits of meeting the mothers’ request, might be argued to 
outweigh the minimal damage inflicted on the patient.

Strengths and limitations
The main strengths of this study are the study design 
and the ongoing evaluation that enabled rich data on 
professionals’ experiences with confidentiality issues 
over time. Most of the authors of this paper have been 
deeply involved in all aspects of the IFIP implementa-
tion/research from which this article emanates and 
possess a broad expertise relevant to probing into the 
complexity of confidentiality. This further strengthens 
the credibility of the findings. Limitations include the 
lack of patients and relatives’ perspectives, thus it has 
not been possible to compare perspectives and experi-
ences. Furthermore, this study was conducted within 
the frames of a distinct implementation effort, thus the 
training and implementation support provided may 
have influenced the results presented in this paper. In 
terms of generalisability, the scope of this study is lim-
ited to competent patients who suffer from psychotic 
disorders and who receive treatment in Norwegian 
CMHCs. Nevertheless, we might assume that the ethi-
cal challenges and facilitating measures identified in 
this study are relevant to other clinical settings.

Conclusions
Confidentiality issues are among the most prominent bar-
riers to family involvement during severe mental illness, 
with mental health professionals facing complex ethical, 
legal, and practical challenges. Within the current imple-
mentation study, clinicians struggled with how to apply 
the legislation, how to balance patient autonomy, alli-
ance, and beneficence with a less strict interpretation of 
the duty of confidentiality, and how to balance the best 
interest of the relatives with keeping patient information 
confidential. Training in family involvement, followed by 
practice, led to a vital change in how clinicians approached 
the patients when initiating family involvement, how they 
dealt with patient refusals, and how they valued and inter-
acted with the families. To achieve such improved confi-
dentiality practices standardisation of family involvement, 
implementation of confidentiality guidelines, and incor-
porating basic training in family involvement in the health 
educational institutions/services is required. An attitu-
dinal, organisational, educational, and legal shift in terms 
of how clinicians relate to confidentiality and how they 
value informal care is essential to facilitate the integration 
of families as both collaborative partners and carers with 
their own sufferings and needs.

Highlights for clinical practice
    • The duty of confidentiality is challenging and complex in family 
involvement for persons with severe mental illness, and is often inter-
preted too strictly as requiring “total silence”.
    • Relatives have the right to general, as well as known information, 
training, and support, even without the patient’s consent.
    • One can listen to and provide support to relatives without the 
patient’s consent.
    • Family involvement should be discussed with all patients as a 
default approach.
    • Training and guidance in family involvement for professionals, 
followed by practice, improves confidentiality practices within mental 
health care.
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